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Custom GATE 57 PORT-FOUAD, P.O.P BOX : 550 PORT SAID
TEL.: (066) 3400598 — 3400471 — FAX : (066) 3400601
E-mail: Info@cncshipyard.com
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IT Infrastructure & Security Solutions
Dear Sir,

Kindly provide your technical and financial quotation for supplying and implementing the following IT
infrastructure and security solutions for our organization.

The quotation should include full specifications, licensing details, warranty, delivery time, and
implementation services.

1. Firewall Appliance
Supply and configure a Next Generation Firewall appliance from Fortinet.
Minimum requirements:

« Ability to manage and balance 4 Internet WAN connections
« Suitable for securing a network with approximately 150 users
e Support for SD-WAN
o Integrated security features including:

o Intrusion Prevention System (IPS)

o Antivirus

o Web Filtering

o Application Control

o SSL Inspection
o Centralized management capability
e Threat protection throughput suitable for medium enterprise environments
e Security subscription bundle valid for 1 year
e Supply, installation, configuration, and testing included

Preferred model example:
Fortinet FortiGate 100F or equivalent.
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2. Centralized Storage Unit (NAS)
Supply and configure a centralized storage system with the following specifications:

o Enterprise Network Attached Storage (NAS)
o Usable storage capacity not less than 5 TB after RAID configuration
e SSD storage drives
e RAID support (RAID 5 or RAID 10)
e Minimum 4 drive bays
o Network connectivity 1GbE or higher
e Support for:
o SMBJ/CIFS File Sharing
o Active Directory Integration
o Snapshot functionality
o Backup integration
Storage system should be suitable for backup and shared file storage

Preferred brands:

o DellEMC

e Synology

« OQNAP

e Or equivalent enterprise storage solution
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3. Endpoint Security Solution
Supply and deploy endpoint security solution: Kaspersky Next EDR Optimum
Requirements:

e License for 150 endpoints
e License validity 1 year
o Centralized management through Kaspersky Security Center
o Features should include:
Endpoint Detection & Response (EDR)
Ransomware Protection
Behavior Analysis
Device Control
Web Control
o Application control
« Installation, configuration, and policy setup included

O O O O O
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4. Backup Software Solution
Provide backup software solution with licenses suitable for making Backup for 5 Physical Servers.
Minimum requirements:

o Automated scheduled backup

e Full and Incremental Backup

e Backup encryption

e Backup verification

e Support for bare-metal recovery

o Compatible with physical server environments

o Backup destination to centralized storage system
o Centralized management console

Preferred solutions include:

e Veeam Backup & Replication
e or equivalent enterprise backup software.

Additional Requirements
The quotation should clearly include:

o Technical specifications of all proposed products
o Implementation and configuration services

e Warranty period

e License duration

o Delivery timeline

o After-sales technical support

o Optional training for system administrator
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5. Computer Devices
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